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1. Preface

PDF Export of the Original HTML Manual

This PDF document is an automatic export of an interactive set of HTML manuals. Some
content and interactive elements may not be included in the PDF because they cannot
be displayed in this format. In addition, automatically generated page breaks may cause
related content to be slightly shifted. We can therefore only guarantee the completeness
of the information in the HTML manual and recommend using it. You can find it in the
Documentation Portal at www.sennheiser.com/documentation.


https://docs.cloud.sennheiser.com/en-us/portal/index.html

2. Product information

Firmware Updater (Beta)

Information about supported devices, requirements and the main features of the software

at a glance.

Key features

The Firmware Updater is a comprehensive device management solution designed for audio

professionals who need efficient, reliable equipment management. It provides four core

capabilities: updating device firmware, claiming devices for management, changing device

passwords, and performing factory resets. Version 1.3.0 adds bulk operations across entire
device fleets, native macOS support, and L6000 charger management — letting rental

technicians prepare returned equipment in a fraction of the time previously required.

Technical requirements

Requirement

Operating system

Runtime

Processor

Memory

Network / browser

Windows

Windows 11

.NET 8 SDK (.NET 8 Runtime &
ASP.NET 8 Runtime, detected
automatically by the installer; a
download link is provided if not
present)

4 GB RAM minimum, 8 GB
recommended

Ethernet or Wi-Fi connectivity,
same subnet as managed
devices; modern web browser

for web-based interface (Chrome

90+, Firefox 88+)

Network requirements

* |[Pv4 network connectivity

* DHCP support (recommended)
» Multicast DNS (mDNS) support for automatic discovery

» Standard network ports: HTTP/HTTPS (80/443), mDNS (5353)

Supported devices

macOS

macOS Ventura, macOS Sonoma,
or macOS Sequoia

.NET 8 SDK (.NET 8 Runtime &
ASP.NET 8 Runtime, detected
automatically by the installer; a
download link is provided if not
present)

Apple Silicon (M-series) only

4 GB RAM minimum, 8 GB
recommended

Standard network ports:
HTTP/HTTPS (80/443), mDNS
(5353), SSCv1 (45, UDP)

» EW-DX series devices with network management capabilities
» L6000 chargers (new in this release)
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3. Get started

Detailed description of the installation, start-up and an overview of the software.

Installing the software

The Firmware Updater is available for Windows and macOS.

The installer detects whether the required .NET 8 runtime is present and provides a
download link if it is not.

To install on Windows:

Navigate to the product page.
Accept the terms and conditions.

Click on Download.

To install the Firmware Updater:

Double-click on the downloaded software.

« Theinstaller is digitally signed - you won't see security warnings during

installation.

When prompted, accept the license agreement to proceed with installation.

- _ 1
' SennheiserFirmwarelUpdater Setup — >
License Agreement
Please review the license terms before instaling Sennheiser.FirmwareUpdater. .

Press Page Down to see the rest of the agreement.

Sennheiser FirmwareUpdater
Copyright (c) 2024, Sennheiser electronic SE & Co, KG

LICEMSE AGREEMENT FOR. SEMMHEISER. SOFTWARE

This license agreement applies for any Sennheiser software which you may purchase or
otherwise acguire as a standalone product or that may be induded as firmware or
otherwise in Sennheiser hardware products.

Read the terms of this license agreement and any provided supplemental license terms
(collectively “Agreement™) carefully, before product installation, activation or device
daiming. In case of any contradiction between this license agreement and the provided
supplemental license terms, the supplemental license terms shall rule. The software this

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Sennheiser. Firmwarelpdater.

careel
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If requested, allow the installer to configure the Windows Firewall rules for device
discovery (mDNS / UDP port 5353).

S
B sennheiserFirmwarelpdater Setup =
Installing
Please wait while Sennheiser . FirmwareUpdater is being installed. .
. Sennheiser.Firmwarellpdater Setup

Firewall rules to enable device discovery and reliable
| communication.

[ - o The Sennheiser Firmware Updater can create Windows I

Rules to be created:

* Inbound & outbound rules for the Sennheiser backend
service executables

= mDMN5 (UDP 5353) inbound & ocutbound rules

This requires administrative rights.
Highly Recommended: Yes,

Create these firewall rules now?

Sennhel Yes |-

< Back Mext = Cancel

To install on macOS:

Download the macQOS installer, delivered as a DMG file.

Open the DMG and drag the application into the Applications folder.

[
Sennheiser.FirmwareUpdate Applications

rapp

Launch the application. It is code-signed and notarized, so no security warnings
appear during installation or launch.
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:nnheiser.FirmwareUpdater.Setup.1.3 5001.dmg

English

If you agree with the terms of Sennheiser FirmwareUpdater

this license, press "Agree” to Copyright (c) 2024, Sennheiser electronic SE & Co. KG

install the software. If you do

not agree, press "Disagree”. LICENSE AGREEMENT FOR SENNHEISER SOFTWARE
This license agreement applies for any Sennheiser software which you may
purchase or otherwise acquire as a standalone product or that may be
included as firmware or otherwise in Sennheiser hardware products.
Read the terms of this license agreement and any provided supplemental
license terms (collectively "Agreement”) carefully, before product installation,
activation or device claiming. In case of any contradiction between this
license agreement and the provided supplemental license terms, the
supplemental license terms shall rule. The software this Agreement applies
to is protected by copyright law and other international legislation,
regulations and agreements about intellectual property. By installing,
updating, using or copying the software and/or activating or claiming the
device containing the software, you agree to be bound by the terms of this
Agreement.
1. LICENSE TO USE:
Sennheiser electronic SE & Co. KG (“Sennheiser”) grants you a non-
exclusive and non-transferable license for the use of the aforementioned
software and documentation (collectively "Software®) only to administrate or
control the therefore specified Sennheiser Equipment. Except in cases
where this is expressly permitted by Sennheiser, re not allowed to use

P Y S SR [ R T R AP — bl i

Print Save Disagree Agree

To uninstall on macOS, drag the application from the Applications folder to the trash.

/' The software has been installed.
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Starting the software

When you first open the Firmware Updater:

A pop-up will inform you that we collect operational data to improve software stability
and functionality.

The data is pseudonymized so there is no direct personal reference.

You can block tracking anytime in the settings (see Enabling/disabling data
collection).

Close the pop-up to continue to the main interface.

Data Tracking Information

We collect operational data to continually improve the
stability and functionality of the software.

Ne pseudonymize the data so that there is no direct

rsonal reference.

You can block tracking anytime in the settings.

| understand

v You have successfully started the software.



| 3 - Get started

Enabling/disabling data collection

The Firmware Updater collects operational data to improve stability and functionality.

What we collect:

» Anonymized usage information

» No personally identifiable information

» Data is pseudonymized (no direct personal reference)
» Used only for software improvement

When data collecting is blocked:
» No operational data is sent to our systems

« All software functionality remains available
» Your choice is respected and maintained

To enable/disable data collection:

Go to Settings > Privacy.

Toggle Data Tracking.

Privacy

Data Privacy

Control how the application collects and uses your data

Data Tracking
Allow anonymous usage data collection to help improve the software

When data tracking is disabled, no operational data is sent to our analyt ms. This setfing takes effect immediately.

« The changes apply immediately and remain after restarting the application.

/" Data collection has been enabled/disabled.
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Toggle themes

You can switch between light and dark themes, using the toggle located in the top right
corner.

The following options are available:
Dark Mode

* Reduces eye strain in low-light environments.
» Optimized for nighttime and dimly lit work areas.

Light Mode

a System Settings

The changes apply immediately and remain after restarting the application.

10
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4. Instruction manual

Detailed description of how to start the software and configure your devices.

Device Inventory (3)

O meih |+ Addby P

FRMWARE
1PADDRESS

sasamans 41t

WD

o swxicios mwmus 411

This manual covers all functionality available in the 1.3.0 release. For additional support,
please contact our technical support team or submit a request at at help.sennheiser.com/
request.

Device inventory
The main device inventory view shows all your discovered and manually added devices in

one place.

Information displayed

» Device name and type
» Connection status

» Current IP address

» Firmware version

= Devices: 3

FIRMWARE

IP ADDRESS VERSION

EWDXEM2 EWDX2CHS 192.168.178.145
EWDXEM2D EWDX2CHDS 192.168.178.143

EWDXEM4D EWDX4CHDS 192.168.178.146

Showing 1 to 3 of 3 devices Show: 50

il


https://help.sennheiser.com/hc/en-us/requests/new
https://help.sennheiser.com/hc/en-us/requests/new
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i The view updates in real-time when device states change.

Search and filter

Find specific devices quickly by using search and/or filters:

» Search, see Using search
« Filters, see Using filters

Devices

Mana ir devices

Y Filter Devices ~ Hide Filters

Device Name IP Address:

Q. Search by name... Filter by IP...

Product family Firmware Version Connection Status

Select Product family Select Firmware Select Status v

Pagination

For large device inventories:

» Page sizes, see Setting the page size

» You can change the number of devices shown in the inventory.
» Navigation

» Use Next/Previous buttons to navigate pages

» Jump to first or last page directly

» Changing page size takes you back to the first page

192.168.178.146 411

Show:
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Using search

You can search for added devices by name or ID.

You can use partial keywords - e.g., entering RX finds all receivers.

The search is case-insensitive.

To find a device:

Type in the name or the ID.

Vv The search result is shown.

13
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Using filters

You can filter the displayed devices.

The following filters are available:
» Product family
» Firmware version

[P address
» Connection status

To use filters:

You can select multiple filters at once (e.g., , product family AND firmware version).

« The results update instantly as you apply the filters.

To reset the filters:
Click Clear All to reset all filters.

« All filters have been cleared.

\/ The devices have been filtered.

14
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Setting the page size

For large device inventories, adjust the page size to display more devices at once.

» Default: 20 devices per page
» Options: 10, 20, 50, or 100 devices per page

The changes remain after restarting the application.

To change the page size:

Choose your preferred page size.

« The page size is saved automatically and remains after restarting the application.

i Changing the page size will take you back to the first page.

V' The page size has been changed.

15
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Cleaning up the inventory

You can remove all offline devices from the inventory in a single action.

Removing devices is useful for quickly clearing stale or disconnected devices between rental
sessions.

To clean up the inventory:

Click the Clean Inventoryaction.

Confirm the removal of offline devices in the dialog.

Clean Inventory

1 offline device(s) will be permanently removed
from the inventory.

This action cannot be undone.

Remowve 1 device(s)

The device inventory also refreshes automatically when the application window
regains focus, so the displayed state is always current.

/Al offline devices have been removed from the inventory.

16
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Adding devices

You can add devices automatically or manually.

The Firmware Updater automatically discovers devices in your network when you open the
application.

To a add new device with Automatic Device Discovery:

All discoverable devices are listed within 10 seconds of scanning.
Devices show name, type, and IP address.
The list updates automatically when devices join or leave the network.

A manual refresh option is available if needed.

Device Inventory (3)

& Refresh + AddbyIP

action

FIRMWARE

IP ADDRESS VERSION

EWDXEM2 EWDX2CHS 192.168.178.145

EWDXEM2D EWDX2CHDS 192.168.178.143

EWDXEMA4D EWDX4CHDS 192.168.178.146

Showing 1 to

If no devices are found:
» A message will indicate no devices were found.
» Check that devices are powered on and connected to the same network.
» Try adding devices manually using their IP address.

17
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To add a new device manually:

i If devices don't appear automatically, you can add them manually.

Click on Add by IP.
Enter the device's IP address (e.g., 192.168.1.100).

Click on Add Device.

Add Device by IP Address

IP Address

Enter IP address (e.g., 192.168.1.100)

Enter the IP address of the device you want to add

Cancel Add Device

What the system checks:
« Valid IP address format
» No duplicate IP addresses already in your list
« Device is reachable on the network

Error messages you might see:
» Device with this IP already exists
* Invalid IP format
« Device not reachable
» Connection timed out - please check the device or network

/" The device has been added.

18
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Claiming devices
Before you can manage an EW-DX device, you need to claim it.

To claim a device:

Find the unclaimed device in the discovery list.

Click on Claim Device.

Device Inventory (3)

& Refresh + AddbyIP

Q

action

FIRMWARE

IP ADDRESS e

EWDXEM2 EWDX2CHS 192.168.178.145

EWDXEM2D EWDX2CHDS 192.168.178.143

EWDXEM4D EWDX4CHDS 192.168.178.146

A modal will open asking to accept the license agreement terms and conditions for
this device.

License Agreement  Stepiof3
Device: EWDXEM2

License Agreement Required

License Agreement - EWNDX2CHS

By proceeding with the device claiming process, you acknowledge and accept the terms and conditions of the license
agreement for this device. You may review the full license agreement at any time using the link below.

[ View License Agreement (Optional)

| acknowledge and accept the license agreement terms and conditions for this device.

By checking thi u agree to be bound by the terms of the license agreement.

Dedine

19
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After accepting click Accept and Continue.

Enter and confirm a new password that meets the password requirements.

Set New Password  Step
Device: EWDXEM2

Security Notice

This password will be used to authenticate and acc he device. Keep it secure and do not
share it.

New Password

Confirm Password

Claim Device

Click to claim the device.

« The device will then appear in your managed device list and you can configure it

for your production.

\/ The device has been claimed.

20
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Bulk device operations

Rental technicians can now prepare entire device fleets in a single workflow.

Operations overview:

» Bulk device claiming

« Bulk firmware updates
» Bulk password changes
» Bulk factory resets

All bulk operations support 2-80 devices simultaneously and require no more than 3-4 clicks
from selection to completion. Failed operations are automatically retried once before being
flagged for individual attention, and a post-operation summary gives a clear overview of the
results.

i Devices that are not eligible for a selected bulk operation are silently excluded
from that action; the results summary shows exactly which devices were
affected.

To select multiple devices:

» Use the selection checkboxes in the device inventory to select the devices you want
to act on.
» Choose the bulk action to perform (claim, update, change password, or factory reset).

Device Inventory (3)

' Refresh + AddbyIP

Q Seard 3= Columns

3 devices selected @Claim Selected Devices (1 Factory Reset ¢’ Change Password

FIRMWARE

DEVICE NAME 1P ADDRESS el

EWDXEM2 EWDX2CHS 192.168.178.145 1. ® Claim Device

EWDXEM2D EWDX2CHDS 192.168.178.143 1. ® Claim Device

EWDXEMA4D EWDX4CHDS 192.168.178.146 ® Claim Device

Showing 1t0 3 0

Bulk device claiming

Select multiple unclaimed devices and claim them with a single password entry.

Claiming runs in parallel. Each device shows its own live progress indicator.

21
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To claim bulk devices:

Select the unclaimed devices you want to claim.
Start the claiming process.

Enter the password once for all selected devices.

Claim 3 Devices

You are about to claim 3 devices

New Password

Password Requirements

etween 10 and 64 charact

Confirm Password

Claim 3 Devices

22
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Bulk Claiming Progress

Overall Progress

33% (1/ 3 progr

Device Progress

EWDXEM2D
2

EWDXEM4D
108

Attempting to claim

In Progress - 2 claiming

Failed claims show specific error messages. Retry each failed device independently.

v You have successfully claimed the devices.

23
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Bulk firmware updates

Select multiple claimed devices and update their firmware at the same time.

When you use locally uploaded firmware files, select a specific firmware version for each
product model before the update starts. This gives you precise control over mixed-model
fleets.

The validation summary shows which devices need updates and which devices already run
the current firmware.

i Closing the application during active updates

« If you try to close the application while firmware updates are in progress,
a confirmation dialog appears.

» The dialog lists the devices that are currently updating.

» Device-side updates continue after the application is closed. Closing the
application does not interrupt or damage ongoing firmware updates.

To update bulk devices:

Select the firmware versions for the devices you want to update.

Select Firmware Versions

Updating 3 device(s) across 3 product model(s)

Choose the firmware version to install for each product model

EWDX2CHS

N 4.1.1 —4.1.1 - via update server
1 dewvice(s) - Current: 4.1.1

EWDX2CHDS

i 4.1.1 —4.1.1 - via update server
1 dewvice(s) - Current: 4.1.1

4.1.1 —4.1.1 - via update server N

EWDX4CHDS
1 device(s) - Current: 4.1.1

4.1.1 —4.1.1 - via update server

Cancel

Click Continue to start the update process.

24
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Review the validation summary and confirm the firmware versions for each product
model if you use locally uploaded firmware files.

License Agreements

Updating 3 devices across 3 license agreements
Device models: EWDX2CHS, EWDX2CHDS, EWDX4CHDS

EWDX2CHDS - v4.1.1
1 device

[ Show License Agreement

I accept the license agreement for 1 EWDX2CHDS device

EWDX2CHS - v4.1.1
1 device

[ Show License Agreement

I accept the license agreement for 1 EWDX2CHS device

EWDX4CHDS - v4.1.1

1 device

[ Show License Agreement

I accept the license agreement for 1 EWDX4ACHDS device

Click Accept & Update {number} Devices to confirm the update and accept the
license agreement for the full device batch.

« The download, installation, and verification progress is shown separately for each

device. Failed updates are retried once automatically before manual intervention
is required.

25
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Updating 3 DevicesOveral: 33%

Progress Overview

Succeeded: 1 Updating: 2

EWDXEM2

EWDXEM2D
40%

EWDXEM4D

X Cancel Remaining

i A single license agreement modal covers the full device batch before
any update begins. The modal states how many devices are affected
and cannot be bypassed. If you decline it, the entire batch operation
is canceled and the device selection view is restored.

v/ The bulk update has been completed successfully.

26
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Bulk password changes

Apply a new password to multiple claimed devices in a single operation.

To change bulk passwords:

Select the devices whose passwords you want to change.

Click Change Password on {number} Devices.

£ Change Password on 3 Devices

You are about to change the password on 3 devices

Current Password

devices must share this password

New Password

© Success - password requirements

Confirm New Password

Change Password on 3 Devices

« Password strength is validated once before any device is updated.

27



| 4 - Instruction manual

i Successful and failed devices are reported individually in the results
summary.

Reset Complete - All 3 SucceededOverall: 10

Progress Overview

Complete: 3

EWDXEM2

Needs reclaiming

EWDXEM2D

Needs reclaiming

EWDXEM4D

Needs reclaiming

All devices reset successfully!

3 device(s) will need to be reclaimed. They will appear as "Access Denied” until reclaimed.

/' The bulk password change has been completed successfully.

28
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Bulk factory resets

Reset multiple claimed devices to factory settings at the same time.

To reset multiple devices to factory settings:

Select the devices you want to reset.

Click Factory Reset Now.

(> Confirm Mass Factory Reset

/£ This action cannot be undone

All device settings will be permanently erased and restored to factory defaults.

3

vill be reset

What happens next
will begin resetting in parallel

ill be restore factory defaults

Are you sure you want to proceed with factory reset?

29
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« A confirmation modal states that the devices will return to unclaimed status and

lists all affected devices. Successfully reset devices reappear automatically in the

device inventory as unclaimed.

Reset Complete - All 3 Succeededc

Progress Overview

Complete: 3

EWDXEM2

Needs reclaiming

EWDXEM2D

Needs reclaiming

EWDXEM4D

Needs reclaiming

All devices reset successfully!

3 device(s) will need to be reclaimed. They will appear as "Access Denied” until reclaimed.

/' The bulk reset to factory settings has been completed successfully.

30
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Updating devices

Updating from version 3.x to version 4.x

When updating a device from firmware version 3.x to version 4.x, you'll see a
special warning modal explaining:

e This update is irreversible.

« You'll need to complete a required setup after the update.

» Legacy mode will be available for older protocol compatibility.
» SSCv2 will be activated for enhanced security.

& Heads-Up: Firmware Update to Version 4 X

Before you update EWDXEM4D, please note these important changes:

Current Version: 3.0.0-rc13
Target Version: 4.0.0

This update is permanent

Once you upgrade to Version 4, you can't go back to an earlier firmware version.

/% Ssetup required after update

i
e
9
i The

You'll need to authenticate the device and complete an initial setup before it can be used
again.

Using older third-party systems?

f your setup relies on S5CvT communication, you must manually re-enable Legacy Mode
with W5SM or Control Cockpit to keep compatibility with those systems.

Switching to 3rd Party Access (SSCv2)?

For better security and future-proof setups, enable 3rd Party Access with WSM or Control
Cockpit. It uses S5Cv2 and requires you to set a password and authenticate the device.

© Got it? Confirm to start the update.

This change is permanent and affects how your devices connect and start.

Cancel I Understand, Continue

update cannot start without license acceptance. You must acknowledge

these points before the update can proceed. License Agreements

Ever
is sh

y firmware update requires you to accept a license agreement. The license
own before the update begins.

« You must click Accept to proceed.
» Click on Cancel in order to cancel the update.

31
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To update a single device firmware:

Open the device detail view.

Device Details

Back tc
S EWDXEM2D ow- 2 Factory T —
File

EWDXEM2D

EWDX2CHDS

Device Information

Serial Number: 5363000132
State: Normal
Firmware Version: 411

Firmware Update State Idle

Network Configuration

Control (Ethernet)
MAC Address: 00:1B: :9C:BO
1P Addre 192.168.178.143
Subnet Mask: 255.255.255.0
Gateway: 192.168.178.1
Mode: Auto

Auto Discovery: Enabled

Primary (Ethernet)
MAC Address: 00:1B:66:37:9C:B1

Click on Update Firmware.

Accept the license agreement when prompted.

Firmware Update Confirmation

You are about to update the firmware on EWDXEM2D to the latest version.

Current firmware version: 4.1.1

Target firmware version: 4.1.1 - via update server <

The device will be updated with the latest available firmware. This process may take

several minutes to complete.

cept the License Agreement for this firmware update.

Do you want to proceed with the update?

Update Now

« The update begins with a progress indicator.

You'll see a success or failure message when complete.

32
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" The device has been updated.

Offline firmware updates

Perform firmware updates from a local firmware image file when the device has no internet
connection.

Firmware updates can be performed without an internet connection by using a local firmware
image file. This is useful in venues with limited or no network access.

To update your firmware offline:

Select a device and choose the option to update from a local firmware image file.

Select the firmware image file.

I, Upload Firmware File

Upload a firmware file from your computer to make it available for device updates. No internet
connection required.

« The system validates file compatibility, including model, version, and checksum,

before it applies the update.

Monitor the update progress.

« Success or failure feedback appears in the same way as for online updates.

Incompatible files and interrupted transfers show clear error messages and retry
options.

" Your device has been updated offline successfully.
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Changing the password

Change the device password quickly and securely.

To change the devices password:

Open the device detail view.
Click on Change Password.

Enter your new password.

i Password requirements:

» The system validates password strength in real-time

| 4 - Instruction manual

» Weak passwords are not accepted

» Success or failure feedback appears immediately

» Changes take effect within seconds

Confirm the password.

Click on Change Password to save the change.

£ Change Device Password

Password Change Information

You are about to change the password for EWDXEM2D.

Current Password

Enter current password

New Password

Enter new password

Confirm New Password

Confirm New Password

Password Requirements
Between 10 and 64 characters long

Lowercase letter (a-z)

® 6066

Do you want to proceed with the password change?

Cancel

Change Pas:
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Vv The password has been changed.
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Factory reset

Reset devices to factory settings for rental turnaround.

Safety features:

» Confirmation required to prevent accidental resets.
» Reset button is disabled during firmware updates.
« Clear error messages if the reset fails.

» Progress tracking shows reset status.

To reset the device to the factory settings:

Go to the device detail page.
Click on Factory Reset.

Confirm the reset in the dialog box.

{N Factory Reset Confirmation

FAY Warning: This action cannot be undone

All device settings, configurations, and custom data will be permanently deleted and
restored to factory defaults.

You are about to perform a factory reset on EWDXEM2D. This will restore the device
to its original factory settings.

What happens next:
The device will disconnect from the network during the reset process
All custom settings and configurations will be permanently removed
ice will restart with factory default settings

will need to reclaim the ce before it can be managed again

Are you sure you want to proceed with the factory reset?

Factory Reset Now

Watch the progress indicator.

« The device will reappear with default settings.
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/" The device has been set back to factory settings.

Resetting the L6000 charger

Reset the L6000 charger to factory settings.

L6000 chargers require a physical reset. Initiating a factory reset on an L6000 charger opens
a modal with visual instructions for the physical reset procedure. The modal displays an
image indicating the location of the Reset button on the front of the device, along with the
instruction text. A link to the online manual is provided for additional context.

® Factory Reset Instructions

Hardware Factory Reset Required

To reset the L 6000 charger settings to the factory

1. Use a pointed object to press the Reset button on the front of the L 6000 charger.

# Open online manual

To reset the L6000 charger:

Initiate the factory reset on the L6000 charger.
Follow the visual instructions in the modal to perform the physical reset.

Use the online manual link if you need more context.

/' The L6000 charger has been successfully reset to factory settings.
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Resolving security certificate warnings

Resolve blocked devices after a security certificate changes unexpectedly.

The Firmware Updater detects when a known device’s security certificate changes
unexpectedly, for example after a factory reset outside the application or because of a
potential security threat.

 Affected devices appear in a blocked warning state with a red security alert indicator.
» A blocked device cannot be used in any workflow until you resolve the warning.

» A modal lets you accept the new certificate or remove the device from the list.

» Unresolved certificate conflicts are restored when you restart the application.

» Security alerts are fully localized in English, German, Spanish, and French.

i You can resolve certificate alerts for multiple devices at once with bulk
security certificate resolution. The selected action applies to all eligible devices.
Devices without an alert in the selection are excluded automatically and remain
unaffected.

To resolve the security warnings:

Under Device Inventory, click on Resolve Security Alerts.

« The security alerts are shown.

Choose one of the following options:
» Remove device to remove the device from the list, or
« Accept new certificate to accept the new certificate.

V' The security certificate warnings have been resolved.
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Firmware Updater (Beta)

5. Knowledge base

Central hub for information, resources, and guides with further content on the product and/
or service.

This page provides an overview of additional information such as instructions, know-how,
best practices, and other links for the product.

Helpful links

» Firmware Updater

PDF downloads
Download Document

Admin Guide

This guide provides IT professionals with a concise overview of the
Sennheiser Firmware Updater for EW-DX devices.

FAQ

This section contains answers to frequently asked questions and further information.

If the devices are not discovered

When the devices are not appearing:

» Check that the devices are powered on.

» Ensure the devices are connected to the same network.

» Try refreshing the device list.

» Attempt to add the device manual by using the IP address, see Adding devices.

Check the network connectivity:
« Verify the network connections.

» Check the Firmware Updater and devices are on the same network subnet.
» Test device reachability with manual IP addition.

If the firmware update failed

The update failed:

» Check device connectivity before starting updates.
» Ensure devices are not busy with other operations.
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« Verify stable network connection during updates.
 Look for specific error messages and suggested solutions.

A common error message appears:

» Update failed due to network interruption

« Check the network and retry.
» Device powered off during update

» Check the power source and restart the process.
» Incompatible firmware file

» The firmware prevented the update from starting.

i For offline updates, verify that the local firmware image matches the device
model and version and that the file is not corrupted (checksum validation).

If a bulk operation partially failed

Some devices in the batch did not complete:

» Review the post-operation summary — successful and failed devices are listed
individually

« Failed operations are automatically retried once before being flagged; retry the
remaining failed devices independently

» Confirm that failed devices are online, reachable, and not busy with other operations

« Remember that ineligible devices are silently excluded from a bulk action and
reported in the summary

If you have password and security issues

Changing the password failed:

 Verify the device is online and reachable.

» Check that the password complies with the complexity requirements.
» Ensure the device is not busy with other operations.

» Try again after a brief wait.

The device can not be claimed:

» Check the network connectivity to the device.

« Verify the device is powered on and responsive.

» Ensure the device hasn't already been claimed.

» Try refreshing the device list and attempting again.
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A security certificate warning appears on a known device:

» This can occur after a factory reset performed outside the application, or may indicate
a potential security threat

» Review the alert and either accept the new certificate or remove the device from the
list

» The device remains blocked and unusable until the warning is resolved

If you are installing on macOS

The application will not install or launch:

« Confirm you are running macQOS Ventura, Sonoma, or Sequoia on Apple Silicon (M-
series); Intel Macs are not supported

« Install by dragging the application from the DMG into the Applications folder

» The application is code-signed and notarized, so no security warnings should appear
— if the required .NET 8 runtime is missing, use the download link provided by the
application

If you have performance issues

The response is slow:

» Use smaller page sizes for better performance.
» Apply filters to reduce the number of visible devices.
» Close other applications if experiencing slowdowns.
» Refresh the application if data seems outdated.

If you have large inventories:

» Use pagination effectively (recommended: 50 devices or less per page).
» Apply filters to focus on relevant devices.
» Use search to quickly locate specific equipment.

If you have interface issues

The display has problems:

» Try toggling dark mode on/off to refresh interface.

» Check that your browser supports the application.

» Clear browser cache if interface elements aren't loading properly.
» Ensure adequate screen resolution for an optimal display.
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Other problems
This manual covers all functionality available in the 1.3.0 release. For additional support,

please contact our technical support team or submit a request at at help.sennheiser.com/
request.
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